

Threat Actor Profile template use cases:

· Author: SBT CTI Team 
· Audience: SOC 
· Key Decisions: Determine alert prioritization and triaging; Identify TTPs that may require new or updated detections.  
· Decision-Enabling Data Points: Context and relevance of the threat to the organization; Adversary behavior and potential goals; IOC enrichment; Associated malware and tools; Newly observed TTPs 
______________________________________________________________________________
· Author: SBT CTI Team 
· Audience: Threat Hunt 
· Key Decisions: Conduct tailored, specific searches in the network for the reported malicious behavior. 
· Decision-Enabling Data Points: Adversary behavior and potential goals; IOC enrichment; Associated malware and tools; Observed TTPs; Difference from existing TTPs – net new capabilities, slight modifications, etc. 
_________________________________________________________________________________________
· Author: SBT CTI Team 
· Audience: Red/Purple Team 
· Key Decisions: Conduct updated, threat-informed adversary emulation to better assess an organization’s defensive posture against the reported malicious activity.   
· Decision-Enabling Data Points: Adversary behavior and potential goals; IOC enrichment; Associated malware and tools; Observed TTPs 
_________________________________________________________________________________________
 
 
The mandatory fields in this template are denoted with an asterisk (*), e.g., Report Date, Report Title, Executive Summary, and Key Points. However, most fields are optional and can be removed/adjusted for external sharing. 
Criticality: This field communicates the urgency of the report and helps prioritize recipients. Criticality’s selections are: FYSA, Low, Medium, High, Critical. 
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30/07/2024								    Criticality: Critical
Gothic Panda: A Decade-Long Espionage Journey from US Attacks to Southeast Asia Campaign
Executive Summary
APT3, also known as Gothic Panda, is a highly sophisticated cyber-espionage group attributed to China’s Ministry of State Security (MSS). Renowned for its advanced tactics, APT3 has conducted numerous campaigns, including Operation Clandestine Fox, Operation Clandestine Wolf, and Operation Double Tap. The group’s operations have evolved from targeting US-based entities to focusing on political organizations in Hong Kong. APT3 is also known for using browser-based Internet Explorer exploits, APT3 employs phishing emails, exploiting vulnerabilities in Adobe Flash Player, Internet Explorer, and Firefox. The group quickly dumps credentials, moves laterally, and installs custom backdoors. APT3's associated malware includes SHOTPUT, COOKIECUTTER, and SOGU. Their command-and-control infrastructure is notably elusive, making tracking across different campaigns difficult. APT3 targets sectors such as Aerospace, Defense, High Technology, Telecommunications, and Transportation.
Key Points
These bullets should summarize: 
· The report focuses on APT3, also known as Gothic Panda, a sophisticated cyber-espionage group linked to China's Ministry of State Security (MSS).
· APT3 has conducted numerous high-profile cyber-espionage campaigns, including Operation Clandestine Fox, Operation Clandestine Wolf, and Operation Double Tap, targeting US entities and later shifting to political organizations in Hong Kong.

· They employed advanced tactics such as spear-phishing, Internet Explorer exploits, and custom malware (e.g., SHOTPUT, COOKIECUTTER, SOGU) to compromise targets, dump credentials, move laterally, and establish persistent backdoors.
· Understanding APT3’s evolving tactics and target shifts is crucial for organizations to enhance their cybersecurity defenses, anticipate potential threats, and protect sensitive information against sophisticated state-sponsored cyber-espionage activities.
Assessment
· APT3, also known as Gothic Panda, demonstrates advanced cyber-espionage capabilities that could significantly impact sectors such as Aerospace, Defense, High Technology, and Telecommunications. Their sophisticated tactics and persistent threat pose serious risks to organizations within these industries.
· APT3 has recently shifted its focus from US-based targets to political organizations in Hong Kong, leveraging new tactics such as Internet Explorer exploits in Adobe Flash Player, Internet Explorer, and Firefox. This change enhances their ability to infiltrate and compromise critical systems, making their operations more effective and harder to detect.
· APT3 historically targets sectors relevant to our organization, including Transportation and Aerospace. We have previously detected malware associated with APT3, such as SHOTPUT, COOKIECUTTER, and SOGU. Their attack methods exploit vulnerabilities within our software stack, necessitating enhanced security measures to protect against their evolving techniques.
Threat Actor Summary
APT3, also known as Gothic Panda, is a sophisticated cyber-espionage group associated with China's Ministry of State Security (MSS). This group primarily targets sectors such as Defense, High Technology, Telecommunications, and Transportation. Their operations have been tracked openly since at least 2007 / Active since 2014.
Tactics, Techniques, & Procedures 
APT3 is known for using advanced tactics, including spear-phishing, Internet Explorer exploits, and deploying custom malware such as SHOTPUT, COOKIECUTTER, and SOGU. They leverage vulnerabilities in widely used software like Adobe Flash Player, Internet Explorer, and Firefox to gain initial access and maintain persistence.
Infrastructure 
The group's command and control infrastructure are highly elusive, showing little overlap across different campaigns, which complicates detection and tracking efforts.
Victims 
They focus on Aerospace, Defense, High Technology, and Telecommunications, impacting organizations primarily in the US and Hong Kong, but also in other regions as their objectives evolve.
Attribution 
APT3, also known as Gothic Panda, is attributed to China, specifically to the Ministry of State Security (MSS). Several cybersecurity vendors, including FireEye, Symantec, and Recorded Future, have provided evidence supporting this attribution:
1. Language Artifacts: Chinese language artifacts have been discovered in the malware and tools utilized by APT3. This includes comments and code snippets written in Chinese, which indicate the origin of the developers.
2. Operating Times: The activity patterns of APT3 correlate with China Standard Time (CST). There is a noticeable reduction in activity during major Chinese holidays, suggesting that the operatives are based in China and adhere to local holiday schedules.
3. [bookmark: _Int_WtNzAiWx]Victim Profile: The targets of APT3’s campaigns align with Chinese national interests. These include sectors critical to economic and strategic objectives such as Transportation, Aerospace, Defense, and High Technology, as well as political organizations in Hong Kong.
4. Vendor Reports:
· FireEye has reported on multiple campaigns by APT3, noting their sophisticated use of Internet Explorer exploits and advanced tactics, techniques, and procedures (TTPs) that are consistent with other known state-sponsored Chinese cyber operations.
· Symantec has highlighted shifts in APT3's targeting, including a move from US-based entities to political organizations in Hong Kong, further underscoring the alignment with Chinese geopolitical interests.
· Recorded Future has concluded with high confidence that APT3 is connected to the Chinese MSS, providing detailed analysis of their operations and supporting evidence from multiple campaigns.

Timeline of Activity
	Attribution 
	Start Date
	End Date
	Location
	Sector
	Activity

	Operation Clandestine Fox
	2014-04-26
	2014-05-08
	Global
	Various
	Internet Explorer exploit targeting Internet Explorer, affecting Internet Explorer versions 6 through 11.

	Operation Double Tap

	2014-11-19
	2014-12-15
	Global
	Various
	Spear-Phishing campaign exploiting vulnerabilities CVE-CVE-2014-6332 and CVE- CVE-2014-4113.

	Operation Clandestine Wolf

	2015-06-23
	2015-07-05
	Global
	Various
	Internet Explorer exploit targeting Adobe Flash Player (CVE-Adobe Flash Player).

	Buckeye Campaign Shift
	2015-09-06
	2016-09-26
	Hong Kong
	Political Organizations
	Shifted focus from US targets to political organizations in Hong Kong.

	APT3 Continuous Operations
	2010-Present
	Ongoing
	Global
	Telecommunications, Transportation, Aerospace
	Persistent cyber-espionage activities using advanced tactics and custom malware



Key Intelligence Gaps
· Attribution Confirmation: Concrete evidence linking APT3 activities directly to specific MSS units or operatives.
· Command and Control Infrastructure: Comprehensive mapping of APT3’s C2 servers and infrastructure.
· Operational Shifts: Insights into potential new targets or regions beyond Hong Kong.
· Technical Indicators: Detailed TTPs (Tactics, Techniques, and Procedures) for newly observed malware variants associated with APT3.
· Collaboration with Other Groups: Information on any collaboration or coordination between APT3 and other known threat actors.
· Motivations and Objectives: Clearer understanding of APT3’s long-term strategic goals and immediate operational objectives.
MITRE ATT&CK Table (based on v12)
Table of the MITRE ATT&CK tactics and techniques/sub-techniques from the campaign. The procedure column details a particular instance of how a technique/sub-technique has been used. The D3FEND column includes the corresponding MITRE D3FEND countermeasure technique, if available. If using the tool, the Tactics and Techniques can be automatically generated from an Attack Flow document using the plug-in.
	Attribution
	Tactics
	Techniques
	Sub Technique
	Procedure
	D3FEND
	Deployed Control

	APT3
	Initial Access
	Phishing
	Spear phishing Link
	APT3 has sent spear-phishing emails with malicious links to gain access to victim systems.
	Email Analysis
	Email Filtering

	APT3
	Initial Access
	Valid Accounts
	Domain Accounts
	APT3 has used PowerShell on victim systems to download and run payloads after exploitation. 
	Privilege Account Management
	Identity Access Management

	APT3
	Execution
	Command and Scripting Interpreter
	Powershell
	APT3 abuse PowerShell commands and scripts for execution
	Execution Prevention
	Log Monitoring

	APT3

	Execution

	Command and Scripting Interpreter

	Windows Command Shell
	An APT3 downloader uses the Windows command cmd.exe /C whoami. The group also uses a tool to execute commands on remote computers.
	Execution Prevention

	Log Monitoring


	APT3 
	Execution
	Exploitation for Client Execution
	Exploitation for Client Execution

	APT3 Exploited a Internet Explorer vulnerability in Internet Explorer (Operation Clandestine Fox).
	Vulnerability Scanning
	Patching Systems

	APT3
	Execution
	Scheduled Task/Job
	Scheduled Task
	An APT3 downloader creates persistence by creating the following scheduled task. schtasks /create /tn " mysc" /tr C:\Users\Public\test.exe /sc ONLOGON /ru "System"
	Audit
	File/Process Creation Monitoring

	APT3

	Persistence

	Account Manipulation
	Account Manipulation
	APT3 has been known to add created accounts to local admin groups to maintain elevated access
	Privilege Account Management
	Identity Access Management

	APT3
	Persistence
	Boot or Logon Autostart Execution
	Registry Run Keys/ Startup Folder

	APT3 places Startup in the Startup folder for persistence
	Windows Registry Auditing
	Log Monitoring

	APT3 
	Persistence
	Create Account
	Local Account
	APT3 has been known to create or enable accounts.
	Privilege Account Management


	User Account Creation


	APT3 
	Persistence

	Create Modify System Process

	Windows Service
	APT3 has a tool that creates a new service for persistence.

	Audit
	Driver Load Monitoring

	APT3
	Persistence
	sethc.exe
	sethc.exe
	APT3 replaces the Sticky Keys binary C:\Windows\System32\sethc.exe for persistence.
	Execution Prevention
	File Creation/Modification Monitoring

	APT3
	Persistence
	Hijack Execution Flow
	DLL Side-Loading
	APT3 has been known to sideload DLLs with a valid version of Chrome with one of their tools.
	File/Process Creation Monitoring
	Update Software

	APT3
	Persistence
	Scheduled Task/Job
	Scheduled Task
	An APT3 downloader creates persistence by creating the following scheduled task: schtasks /create /tn "Scheduled Task" /tr C:\Users\Public\test.exe /sc ONLOGON /ru "System"
	Audit
	File/Process Creation Monitoring


	APT3

	Persistence

	Valid Accounts
	Domain Accounts
	APT3 leverages valid accounts after gaining credentials for use within the victim domain
	Audit
	Logon Session Monitoring

	APT3
	Privilege Escalation
	Account Manipulation
	Account Manipulation
	APT3 has been known to add created accounts to local admin groups to maintain elevated access
	Audit

	User Acccount Modification

	APT3
	Privilege Escalation
	Boot or Logon Autostart Execution

	Registry Run Keys/Startup Folde
	APT3 places scripts in the startup folder for persistence.
	Audit

	Log Monitoring


	APT3
	Privilege Escalation
	Create Modify System Process
	Windows Service
	APT3 has a tool that creates a new service for persistence
	Audit
	Driver Load Monitoring

	APT3
	Defense Evasion
	Obfuscate Files or Information
	Indicator Removal from Tools
	APT3 has been known to remove indicators of compromise from tools
	Audit
	File Monitoring

	APT3
	Defense Evasion
	MSBuild.exe
	MSBuild.exe
	APT3 uses Trusted Developer Utilities Proxy Execution to proxy execution of code through a MSBuild.exe.
	Execution Prevention
	Process Creation Montorting

	APT3
	Defense Evasion
	Abuse Elevation Control Mechanism
	UAC
	Adversaries may bypass Bypass User Account Control mechanisms to elevate process privileges on system.
	Audit
	Process/Command Execution Monitoring

	APT3
	Credential Access
	OS Credential Dumping
	Lsass memory
	APT3 has used a tool to dump credentials by injecting itself into lsass.exe and triggering with the argument "dig”.
	Credential Access Protection
	Command Execution Monitoring & Process Access

	APT3
	Discovery
	File and Directory Discovery
	File and Directory Discovery
	APT3 has a tool that looks for files and directories on the local file system
	Audit
	Command and Process Execution Monitoring

	APT3
	Discovery
	Remote System Discovery
	Remote System Discovery

	APT3 has a tool that can detect the existence of remote systems.
	Audit
	Command, File, Network Traffic Monitoring

	APT3
	Discovery
	Permission Groups Discovery
	Permission Groups Discovery
	APT3 has a tool that can enumerate the permissions associated with Windows groups.
	Audit
	Application, Command, Process Monitoring

	APT3
	Discovery
	Software Discovery
	Security Software Discovery
	Adversaries may attempt to get a listing of security software, configurations, defensive tools, and sensors that are installed on a system or in a cloud environment.
	Audit
	Command, Process Creation and Execution Monitoring

	APT3
	Lateral Movement
	Remote Services
	Remote Services

	APT3 will copy files over to Windows Admin Shares (like ADMIN$) as part of lateral movement.
	Privilege Account Management
	Logon Sessions, Network Share Monitoring

	APT3

	Lateral Movement
	Remote Services
	RDP
	APT3 enables the RDP for persistence.[4] APT3 has also interacted with compromised systems to browse and copy files through RDP sessions.
	Disable or Remove Features or Program, Audit
	Logon Session and Network Traffic Monitoring

	APT3
	Collection
	Data Staged
	Local Data Staging
	APT3 has been known to stage files for exfiltration in a single location
	Audit
	File Access and Creation Monitoring

	APT3
	Collection
	Data Staged
	Remote Data Staging
	Adversaries may stage data collected from multiple systems in a central location or directory on one system prior to Exfiltration.
	Audit

	File Access and Creation Monitoring

	APT3
	Exfiltration
	Exfiltration Over C2 Channel
	Exfiltration Over C2 Channel
	APT3 has a tool that exfiltrates data over the C2 channel
	Audit
	Network Traffic Monitoring



Victims
This table should detail known victims, including sector and geographic location, of this threat actor.
	Name
	Date Reported
	Sector
	City/State/Province/etc.
	Country/Region

	Aerospace Company
	2014-04-27
	Aerospace and Defense
	Various
	United States

	Defense Contractor
	2014-11-21
	Defense
	Various
	United States

	Government Bureau
	2016-09-06
	Government
	Hong Kong
	Hong Kong

	Telecom
	2014-04-27
	Telecom
	Various
	Global

	High Tech Firm
	2015-06-23
	High Tech
	Various
	Global


Indicators of Compromise (IOC)
This section consists of three IOC tables [Malware, Network, and System Artifacts] associated with the Campaign.
Malware
This table details the malware and tools associated with APT3 (Gothic Panda) campaigns. The "Associated Files Hash" column includes any related files, and the "Brief Malware Description" provides context and highlights the role of the malware in the intrusion chain.
	



Attribution
	Malicious Tool Name
	Hash Type
	File Hash
	Associated Files Hash
	Brief Description
	Malware Analysis Report (Hyperlink, or N/A)
	First Reported
	Last Reported

	APT3
	SHOTPUT
	N/A
	N/A
	N/A
	A custom backdoor used for maintaing persistence and exfiltrating data.
	N/A
	2015-06-23
	Ongoing

	APT3
	COOKIECUTTER
	MD5
	5c08957f05377004376e6a622406f9aa
	492a839a3bf9c61b7065589a18c5aa8d
	A tool used to exploit web browsers and deliver additional payloads, notably used in Operation Double Tap.
	https://cloud.google.com/blog/topics/threat-intelligence/operation-doubletap
	2014-04-26	
	Ongoing

	APT3
	SOGU
	N/A
	N/A
	N/A
	A Remote Access Trojan (RAT) used for extensive system control.	
	https://cyware.com/blog/apt3-a-nation-state-sponsored-adversary-responsible-for-multiple-high-profile-campaigns-f58c
	2016
	Ongoing

	APT3
	PlugX
	SHA256
	c90cae0a4365cb31f171b051520f6c8053dd0c3e798c59b2ae418bf99ddad02c
	6b23a388ddb3b697004fdd37a0d393455ae5702040c2b694f9158112698c2ec1
	A RAT used for controlling compromised systems and stealing data.	
	
	2015
	Ongoing


Network
This table details the network indicators associated with the APT3 (Gothic Panda) campaign. The "Intrusion Phase" column includes Initial Access, Command and Control, and Exfiltration. The first and last reported fields are intended to memorialize the longevity of a particular network artifact, providing additional insight into trends in malicious behavior.
	Attribution
	Network Artifact
	Details
	Intrusion Phase
	First Reported
	Last Reported

	APT3
	www[.]apple-net[.]com
www[.]mmfhlele[.]com
www[.]olk4[.]com
update[.]olk4[.]com
infosecvn[.]com
aridndvn[.]ccom
www[.]freesmadav[.]com
update[.]freesmadav[.]com
	Geopolitical Campaign (Operation Clandestine Wolf)
	Command and Control
	2015
	Ongoing

	APT3
	Inform.bedircati[.]com
Pn.lamb-site[.]com
	Spear Phishing, Backdoor, Zero-Day (Operation Double Tap)
	Command and Control

	2014-11-17
	2014-11-20


	APT3
	154[.]223[.]150[.]105
43[.]251[.]182[.]114
185[.]239[.]226[.]61
167[.]88[.]180[.]132
45[.]251[.]240[.]55
	Geopolitical Campaign (Operation Clandestine Wolf)

	Command and Control

	2015
	Ongoing

	APT3
	104[.]151[.]248[.]173
	Geopolitical (Operation Double Tap)
	Command and Control

	2014-11-21

	2014-11-21


	APT3
	walterclean[.]com

	Spear Phishing, Backdoor, Zero-Day (Operation Double Tap)
	Command and Control

	2014-11-18
	2014-11-20

	APT3
	Join.playboysplus[.]com
	Spear Phishing, Backdoor, Zero-Day (Operation Double Tap)
	Command and Control
	2014-11-21

	2014-11-21


	APT3
	www[.]securitywap[.]com
	Spear Phishing, Backdoor, Zero-Day (Operation Double Tap)
	Command and Control

	2014-11-20
	192[.]184[.]60[.]229


	APT3
	192[.]184[.]60[.]229
	Spear Phishing, Backdoor, Zero-Day (Operation Double Tap)
	Command and Control

	2014-11-17

	2014-11-20



System Artifacts
This table details unique artifacts associated with the APT3 (Gothic Panda) campaign that can be observed on a host, such as processes, DLLs, and registry keys. The first and last reported fields memorialize the longevity of a particular system artifact, providing additional insight into trends in malicious behavior.
	Attribution
	Host Artifact
	Type
	Details
	Tactic
	First Reported
	Last Reported

	APT3
	Doc.exe
	Malware
	Downloader
	Initial Acess
	2014
	N/A

	APT3
	Install.exe
	Malware
	Downloader
	Initial Access
	2014
	N/A

	APT3
	Public
	Folder
	File Path
	Initial Access
	2014
	N/A

	APT3
	Test.exe
	Malware
	Downloader
	Access
	2014
	N/A


Common Vulnerabilities and Exposures (CVEs)
This table details the CVEs associated with the APT3 (Gothic Panda) campaign. The date reported field captures when the CVE became public knowledge. This information may require coordination with other internal teams.
	Attribution
	CVE Number
	CVSS Score
	Patch Available (Y/N)
	Other Remediation
	Date Reported
	Patch Applied  (Y/N/UNK/NA)

	APT3
	Adobe Flash Player
	10.0
	Y
	Update Q2
	2015-06-23
	Y

	APT3
	CVE-2014-6332
	7.8
	Y
	Apply Microsoft patches
	2014-11-19
	Y

	APT3
	CVE-2014-6332
	9.3
	Y
	Update Windows
	2015-10-12
	Y

	APT3
	CVE-2015-5119
	10.0
	Y
	Update Adobe Flash Player
	2015-07-08
	Y

	APT3
	CVE-2015-5122
	9.8
	Y
	Update Adobe Flash Player
	2015-07-14
	Y

	APT3
	Internet Explorer
	9.3
	Y
	Update Internet Explorer
	2014-04-26
	Y

	APT3

	CVE-2019-0703
	6.5
	Y
	Apply Microsoft patches
	2019-04-08
	Y

	APT3

	CVE-2017-0143
	8.1
	Y
	Apply Microsoft patches
	2017-03-16
	Y



Signatures
This section should include detections (e.g., Yara signature) that correspond to the malware or malicious activity associated with the campaign.
1. Malware or malicious activity name 
a. Detection 
2. Malware or malicious activity name 
a. Detection

Attached Attack Flow and/or Navigator Heat Maps, if applicable
Probability Matrix
We recommend that analysts properly express and explain uncertainties associated with major analytic judgments.
	Almost no chance
	Very unlikely
	Unlikely
	Roughly Even Chance
	Likely
	Very likely
	Almost certain(ly)

	01–05%
	05–20%
	20–45%
	45–55%
	55–80%
	80–95%
	95–99%


Intelligence Requirements
Brief citation of CTI requirements(s) addressed by this report.
Feedback
Provide a point of contact (e.g., an email address) for customer feedback on the published CTI report, such as whether the report addressed the customers’ Intelligence Requirements, how the report could be more actionable, additional Intelligence Requirement questions to answer, etc. 

	Data Sources:            
	· Cite external CTI Report with hyperlink if available.
· Cite Internal Telemetry sources provided by the SOC as needed. This field is not designed to preserve telemetry data and should only include data necessary to justify the analytic assessments. 




The metadata table below is for automation purposes and provides discrete fields for tool extraction. If you are not using the tool, we recommend removing the table.  

	Threat Actor:
	· Primary Threat Actor Name(s) or Unknown 
· Associated Group Names/Aliases or N/A

	Victim Location:
	· Drop-down list of countries

	Sectors:
	· Drop-down list of NAICS industries

	Infrastructure Used
	· Infrastructure used by adversary 

	Actor Motivation:
	· Cyber Espionage, Data Theft, Cyber Crime, Ransomware, Destructive Attack, Hacktivism, Other, Unknown
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